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@ FastTrack Software

Introduction

Admin By Request offers a custom-built, fully integrated ServiceNow application for customers who
prefer to manage core features of Admin By Request via the ServiceNow platform, rather than through
the Admin By Request User Portal. This manual provides a step-by-step guide on how to authorize and
enable the integration and access the Auditlog and Requests through ServiceNow.

Assumptions

The tasks described in this manual begin after installation of the Admin By Request application
from the ServiceNow store! and assume that the user has administrator access to their
ServiceNow instance and some familiarity with the platform.

You must also have an Admin By Request API Key, self-generated through your Admin By
Request User Portal via Settings > [OS] Settings > Data > API:

 +1262-209-4600 *

By Request

Windows Workstation Global Setting:

Settings here global settings for all clients. You can overrule settings for certain domain users or computers

underthe sub sett ngs menu. If you have any questions, feel free to contact us here.

Authorization PRIVACY RETENTION API
Endpoint API| Access Aboul API Access
A - AP Access allows you to extract your data through our public AP
Lockdown APl access =]
at this setting is a global selting across your Windo

AP Key Nat

ettings. It's either on or off for your entire tenant with tr

Malware

Anplications Please refer to this page for documentation
Applications

—_ gy
&x Dala

Emails

E/ NOTE: The APl Key has been blurred out in the above example.

Breakdown of Tasks

Four tasks are covered in this manual:

Task A: Authorize Connection
Task B: Configure Flows

Task C: Assign User Access
Task D: Use Features

Wb

' Access the ServiceNow store at the following link: https://store.servicenow.com/sn_appstore_store.do#!/store/home.
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Integration Tasks

E/ NOTE: Throughout this manual and within the ServiceNow application, the name ‘FastTrack’
appears several times, including in the Properties page, Flows, and Roles. This is reference to
FastTrack Software - the company that provides the Admin By Request service.

Task A: Authorize Connection

The integration described in this document is made possible through a connection between the
ServiceNow application and the Admin By Request public API. Task A of the integration process
involves authorizing this connection.

1. Using the Filter Navigator search box, locate the Admin By Request app:

|( Filter navigator

Admin Bﬂ

=

Admin By Request %’

2. Select Properties from the sub-menu:
Admin By

=

Admin By Request

Requests

Auditlogs
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@ FasfTrack Software

3. Inthe FastTrack Properties page, paste your API key into the FastTrack API Key text box
and use the drop-down menu to Select the datacenter that you have been assigned:

FastTrack Properties

FastTrack APl Key (2)

ssssssssraseseenseisnsenes ‘

Select the datacenter that you have been assigned. (%)

EU v

us

Ef NOTE: For Admin By Request customers, your data resides in the same region
that you are based unless you have specified otherwise. l.e., data is stored in the
EU region for European customers, and in the US Region for customers based
outside of Europe. If you are unsure which region your data resides, contact
Admin By Request.

4. When both fields are filled, click Save:

FastTrack Properties

FastTrack APl Key (@)

Select the datacenter that you have been assigned. (3)

Y v

Task B: Configure Flows

The Admin By Request / ServiceNow integration incorporates pre-built Flows (also referred to as
Schedules in ServiceNow) designed to automatically get Admin By Request data into your
ServiceNow instance. This task covers the steps involved in enabling the Flows to run so that the
application can begin pulling the appropriate data.
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Process Automation

Flow Designer #

¥ Flow Administration

Today's Executions

Active Flows

@ FastTrack Software

Using the Filter Navigator search box, locate and select Flow Designer:

E/ NOTE: The Flow Designer opens in a new window and may take some time to

load.

2.

In the Flows tab, click the search icon underneath the main search menu:

now. | Flow Designer

Flows subtiows Actions
Search | Mame ¥  search
< W
]
(o} Name &

Auto Close Resolved Cases

B e y

Evaluator

Business process approval flow

Cancel resource plan request after

X hours

Executions

Connections

Internal name

auto_close_resolved_cases

benchmark r ion_evaluator

Help

Application

Customer Service

Benchmarks Spoke

business_process_approval_flow

cancel_resource_plan_request_after_x_hours

Global

Status

Draft

Publish:

Publish;

Publish:

Active Updated
15-12-2020
true
13:36:32
31-10-2018
ed  true .
12:47:21
28-09-2020
ed  true
D7:06:13
a4 true 25-09-2019
- 14:42:40

3. Use the Application search box to locate Admin By Request Flows:

now | Flow Designer

Flows Subflows Actions Executions Connections Help
Search Mame ¥ Search
? All
O\ Name & Internal name Application Status
Search search Search
Auto Close Resolved
[—— auto_close_resolved_cases Customer Service  Draft
Benchmark
Recommendation benchmark recommendation evaluator Benchmarks Spoke  Published
Evaluator
Business process . N
business_process approval flow Global Published

approval flow

FastTrack Software

Active Updated
Search Search
. 15-12-2020
ue 13:36:32

31-10-2018
true
12:4721
. 28-09-2020
T
e 070613
Process

6 | ServiceNow Integration |

Updated by

admin_khs
admin
admin

system

Updated by

Search

admin_khs
admin

admin
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@ FastTrack Software

4. The following four Flows are displayed for the Admin By Request application:

e FastTrack - Get Audit Logs

e FastTrack - Get Requests

e FastTrack - Update Audit Logs
e FastTrack - Update Requests

Flows Subflows  Actions  Executions  Connections  Help

Search Mame ¥ | Search

? All>application Name starts with Admin By
O,  Name & Internal name Application Status Active Updated Updated by

Search Search Admin By Search Search Search Search

EastTrack - Get Audit

loes fasttrack__get_audit_logs Admin By Request Published false 19-08-2021 12:07:09 admin_ambs

EastTrack - Get

;:]Uz; = fasttrack__get_requests Admin By Request Published true 19-08-2021 12:07:37 admin_ambs

FastTrack - Updat:

- y fac fdate fasttrack__update_audit_logs ~ Admin By Request Published true 19-08-2021 12:07:54 admin_ambs

Audit Logs

FastTrack - Update ) . X
fasttrack__update_requests Admin By Request Published true 15-08-2021 12:08:21 admin_ambs

Requests

5. Click into the first flow by selecting its name in the Name column. This opens the
following screen, displaying:

e TRIGGER: Specifies if and how often the Flow is repeated.
e ACTIONS: Lists all of the actions performed in the Flow.

now | Flow Designer L]

@ Flow x | B8

FastTrack - Get Au..

te FastTrack - Get Audit logs Inactive Properties Test Executions {‘/

TRIGGER Data ?

{ » Flow variabl
@ Repeat every 0 day(s) 00 hour(s) 16 minute(s) 16 second(s) ow variables
~ Trigger - Repsat
ACTIONS

(" Run start Time ) Dara/ lima
. ’

, FastTrack - Get Audit logs @
@ » 1 - FastTrock - Get Audit Logs

Deita retrieve latest audit logs

6. If desired, the TRIGGER can be adjusted. To do this, click the item (i.e., Repeat every...):

now. | Flow Designer @

Flow
@ e ck-cetan. X T
L= FastTrack - Get Audit logs wocis [ Propertiss Test Executions Activate (=

TRIGGER. Data >

» Flow Variasies

@ Repeat every 0 di(s) 00 hour(s) 16 minute(s) 16 second(s)
 Trigger - Repeat
ACTIONS (Run stort Time ) Date/Time

f FastTrack - Get Audit logs @
P 1= FasiTrack - Gel Audil lags

Delta retrieve lutest audit logs
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7. Use the input boxes to adjust the interval. Click the Close button when the desired
interval is set:

TRIGGER

@ Repeat every 0 day(s) 00 hour(s) 16 minute(s) 16 second(s)
Trigger
* Repeat 0 Days

0o h 16 m 16 s

Close

The interval for each Flow has been pre-configured, however, it is up to

your organization how frequently you want to pull data from Admin By Request
into your ServiceNow instance.

EJ IMPORTANT:

e Avoid setting the trigger interval to less than 2 minutes; this can lead to
issues, particularly for bigger customers with large numbers of Requests
coming through.

e Avoid setting the trigger interval to exactly 15 minutes; this interval is
considered the ‘standard’ for Flows to trigger. However, for debugging
purposes, it is easier if not all triggers activate at the same time. Instead, set
an interval either side of 15 minutes so that the issue can be more easily
investigated if something goes wrong.

8. Ensure the desired changes are reflected in the TRIGGER, then click the Activate button
in the top right-hand menu:

NOow. | Flow Designer °

Tow
@ FastTrack - Get A % T
- P
FastTrack - Get Audit logs Inactive Properties Test Executions Activate )
= P y,
TRIGGER Data ’
@ Repeat every 0 day(s) 00 hour(s) 16 minuta(s) 16 second(s) > Flowe variables

= Trigger - Repaal

ACTIONS

| @ FastTrack - Get Audi
Delta retrieve lat

( Run stort Time Date/Time

b 1- FastTrock - Gat Audit Logs

FastTrack Software 8 | ServiceNow Integration | Process Manual



@ FasfTrack Software

9. This opens a confirmation prompt. Click the Activate button in the prompt to enable the
flow to run:

Are you sure you want to
activate the flow?

Your fiow will start running when the trigger conditions are mat,

Don't show me this again

10. Upon successful activation, a Success message appears in the bottom right-hand corner
of the screen:

-

Success:
Flow activated successiully

11. Use the Home icon next to the Flow tab in the top left-hand menu to navigate back to
Step 1 of this task (i.e., Task B):

now. | Flow Designer

Flow
@ FastTrack - Get Au.. +

= FastTrack - Get Audit logs active | Properties

TRIGGER
Q Repeat every 0 day(s) 00 hour(s) 16 minute(s) 16 second(s)

ACTIONS

' @ FastTrack - Get Audit Logs @
Delta retrieve latest audit logs

12. Repeat the process for the other three FastTrack Flows.

Task C: Assign User Access

Once the Flows are activated and the application is successfully pulling / updating data, access
needs to be granted to the appropriate users within the ServiceNow instance so that they can
interact with Admin By Request features. This task covers the process of creating a Group of
users and assigning them access using pre-configured ServiceNow Roles.
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@ FastTrack Software

In this example, we assign an ‘Example Approvers’ Group the Role of ‘User’, which allows them to
Approve or Deny Requests within ServiceNow.

1. Using the Filter Navigator search box, locate and select Groups (under Users and
Groups):

4
| Users and Groupsl )
~. - @@

= *

System Security

W Users and Groups é'

Users

Users and Groups = Groups m Search Name ¥ | Search

= * =y o
133 Q, = Name 4 = Description = Active
System Security
Search Search Search
‘W Users and Groups
@ Admins true
Users
Graups @ Analytics Settings Managers Group for all people who have the  true
Ana...
Roles @ Business Application Approval group for Business true
Registration Approv... Application ...
Access Role Detail View
@ CAB Approval CAB approvers true

3. Fill out the fields as appropriate (i.e., according to your organizations preferences) and
click Submit:

= Group e
< | = Newrecord ‘ﬁ —
Mame Example Approvers Group email =
Manager Q, Parent e}
Hourly rate kr v 0,00

Description || These users are able to Approve or Deny Requests.

Type &

Submit
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E|7 NOTE: In the above example, only the Name and Description fields are filled out.

Group created in the previous step (i.e., Step 3):

4. Search by Name in the top search bar to locate and select the Example Approvers

= | Groups m '
.,

El ? All>Name >= Example Approvers

ExampleApproversI ‘

@ O\ = Name a = Description = Active = Manager = Parent
Search Search Search Search Search
These users are able to Approve or
® Example Approvers true (empty) (empty)
Deny ...
@ Fast Track Approvers true (empty) (empty)
@ Inbox Syspeople Inbox true Jesper Andersen (empty)
@ LDAP Admins LDAP admins group true (empty) (empty)
In the Roles tab in the bottom left-hand menu, click the Edit... button:
= Groy| -
L= ExamppleApprovers 'ﬁ = °o° | Update Delete ‘J
Name Example Approvers Group email
Manager (o} Parent (o}
Hourly rate | kr v 0,00 Vi
Description These users are able to Approve or Deny Requests.
Type | &
Update Delete
Related Links
Add to Update Set
Roles group Members  Groups  Skills
= Rulearch Created ¥ | Search B
E| ? Group = Example Approvers
@ O\ = Created = Role = Granted by = Inherits

No records to display

Use the Collection search box to locate the two pre-configured FastTrack Software

Roles:

e X 201251 _fasttra_0.FastTrack Admin: Users assigned this role have administrative
access within the application, which includes the ability to access properties and

manage Users and Groups.

11 | ServiceNow Integration | Process
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@ FasfTrack Software

e X 201251 _fasttra_0.FastTrack User: These users are able to access and interact with
the Admin By Request Auditlog and Requests features (i.e., view / manage
Auditlog data and Approve or Deny Requests).

Add Filter | Runfilter (@)

-- choose field -- v -- oper -- v - value --
Collection é’ Roles List
I(O\ x72012517fasttrafo.FastTracW ) Example Approvers
x_201251_fasttra_0.FastTrack Admin -None--

X 201251 fasttra_0.FastTrack User

Cancel Save

7. Select the User Role (i.e., x_ 201251_fasttra_0.FastTrack User) and click the right-facing
arrow button to assign the Role to the Example Approvers Group:

AddFilter | Runfilter ()

-- choose field - v -- oper -- v --value --
Collection Roles List
O\ x_201251_fasttra_0.FastTrack Example Approvers

—

01251_fasttra_0.FastTrack Ackmi
x_201251 fasttra_0.FastTrack User

--None--

Cancel

Name x_201251 fasttra_0.FastTrack User

FastTrack Software 12 | ServiceNow Integration | Process Manual



@ FasfTrack Software

8. The Role appears under the Group name in the right-hand field. Click Save:

Add Filter | Runfilter (®)

-- choose field - ¥  --oper-- ¥  --value--
Collection Roles List
O\ x_201251_fasttra_0.FastTrack Example Approvers
x_201251_fasttra_0.FastTrack Admin X_201251_fasttra_0.FastTrack User
>
<

Cancel

Name x_201251_fasttra_0.FastTrack User

9. Users can now be added to the Group in the same process used to assign Roles. Return
to the Group page, and use the Edit... button in the Group Members tab:

Roles | Group Members | ®roups  Skills
= | Group Members Search User ¥  Search =]

E ? Group = Example Approvers
@ O\ = User

No records to display

10. Use the Collection search box to locate the users for the Group, and the right-facing
arrow button to add them to the Example Approvers Group.

Ef NOTE: Roles can also be assigned to individual users. Navigate to Users from the
Filter Navigator search box (under Users and Groups) and follow a similar
process to what is described in this Task (i.e., Task C) to assign the appropriate
Role to the user.
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Task D: Use Features
Once the correct Roles are assigned, users are able to access Admin By Request data through
the integrated features: Auditlog and Requests. Task D covers how to use these features through

the ServiceNow application.

E,7 NOTE: This Task is demonstrated from the viewpoint of regular user in the ServiceNow
instance (i.e., a member of the ‘Example Approvers’ Group assigned the Role of ‘User’ in
Task C) as opposed to an administrator - the Role required for Tasks A, B, and C.

Auditlog
1. Using the Filter Navigator search box, locate the Admin By Request app and

select Auditlog from the sub-menu:

Admin By

=

Admin By Request

Requests

2. The Auditlog page displays all of the recent Auditlog data from Run As Admin and
Admin Session Requests. Information includes:

e State: This could be ‘Pending Approval, ‘Denied’, or ‘Finished'".
e Type: Either ‘Run As Admin’ or ‘Admin Session'.
e Application: The application that the user requested to Run As Admin.

|§7 NOTE: There are no applications listed in this column for Admin
Sessions because multiple applications may have been accessed
during this time.

e Scan Result: This column displays ‘Clean’ unless the VirusTotal scan has
flagged malware.

(See example Auditlog page below)
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Admin By

=l

Admin By Request.

Requests

Aud

@ FasfTrack Software

Search | State v Search

= smte CETRr

FastTrack Software
Supaort

Ficis!

FastTrack Software

Fipished
EREEE support

FastTrack Software
Einised

Supoart

FasTrack Soflware
Finished

Support
_ FastTrack Software
Einish

Support
sy FaStTTack software

inishe oot

FastTrack Software

Finished

supoort

= Email

supporti@fastiracksefiware,

support@fastiracksofiware

support@fastiracksoftuare

supportafasttracksohuare

support@festtracksofware

support@fastiracksoftware.

support@fasciracksoftuare

com

tom

ram

com

wom

=Type "= Computer Name

fur As Admi FTWINIO-AALRORS-
urAsgmin DENMARK

Admin FTVINIO-ZALBORG-

Session DRENMARK

WINI-AALBORG-
auar fe At TN I0-AALEOR
DENMARK

gy FTVINIDS4LBORS-
o CEHMARK

o s ndmyy TR BORG:
ur A3 Admin
" " DENMARK

o oy TVNI-ARLEQRG
ARG renmank

FIVANI0-AALBORS-
Rur fs Admin
DENMARK

L|to20of22s B BB

= application = sean Result
TwineAT 3.1 FULL setup

Clean
package

Clean
Guick hssise Clean
TwinCAT 3.1 FULL setup

Clean
package
Wi dewrs Command

Clezn
Processor
Noteped Cleant
Wirdews Command

Clean

Processar

3. Select an item in the list using the State column to view the available data for
that Auditlog entry. Available data may include some or all of the following;:

{ == Audit-FastTrack Software Support

User

Email

Phone

Application

Preapproved

Reason

Denied Reason

Requested at

Response Time

= Audit Log Activities

FastTrack Software Support

support@fasttracksoftware.com

TWINCAT 3.1 FULL setup package

29-07-202113:42:58

Search  Activity ¥ | search

'? Audit Log = FastTrack Software Support

@ O\ = Activity = Application Name

(0 Elevated Privilege

(©  Elevated Privilege Windows Command Processor
(0 Elevated Privilege TWinCAT 3.1 FULL setup package
@ Elevated Privilege Microsoft Visual Studio 2019
Actions on selected rows... 4

Beckhoff TWinCAT 2.1 (Build 4024)

Type

State

Scan Result

Run As Admin

Finished

Clean

Virus Total  https://www.virustotal.com/latest-

scan/4D3ECI0494D7AOBE3LCEBTESFB2BEER

BASOF33A992089BBESBE2ETFCA32FIDC2

Start Time

End Time

= Path

1| to4ofd =l

C:\Users\FastTrackSoftwareSup\AppData\Lo...

C:\Windows\SysWOWe4\cmd_exe

C:\Users\FastTrackSoftwareSup\Downloads)...

C:\Program Files {x86]\Microsoft Visual ..

1 todof4

E,}‘ NOTE: If logged in to ServiceNow as an administrator (i.e., assigned the
Role of x_201251_fasttra_0.FastTrack Admin), Auditlog data can be edited
and updated manually by making the desired changes to an Auditlog

entry and clicking the Update button:

Update Delete
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4. Selecting an item in the Activity column (from the Audit Log Activities section,

bottom of page) displays further information, such as the file path:

= | AuditLog Activities “GaaTch | Activity

B Q. = Activity

Elevated Privilege

SHNS

Elevated Privilege

@

Elevated Privilege

() Elevated Privilege

Actions on selected rows.

Y Audit Log = FastTrack Software Support

v

Search

= Application Name

Beckhoff TwinCAT 3.1 (Build 4024)

Windows Command Processor

TwinCAT 3.1 FULL setup package

Microsoft Wisual Studio 2019

= Path

Ci\Users\FastTrackSoftwareSupiAppDatalLo...

C:\Windows), SyswOW64\cmd exe

C:\Users\FastTrackSoftwareSup\Downloadsh...

C:\Program Files (x86)\Microsoft Visual ...

1 to4ofd B

1 todofd

{ == AuditLogActivity - Created 19-08-2021 12:17:07

Activity | Elevated Privilege

Path C:\Windows\SysWOW64\cmd.exe

Audit Log FastTrack Software Support

Requests

Application Name

Windows Command Processor

1. Select Requests from the FastTrack - Admin By Request sub-menu:

Admin By

=

Admin By Request
Requests

Auditlogs

2. The Requests page displays all of the recent Requests made by users that are

pending approval:

Admin By = Requests Search | State v

= D All-state - Pending Approval

]
Admin By Request

Requests

FastTrack Software

Q, Sstate & = User
FastTrack
Panding
© “ seltware
Appreval
Supporl
FasiTrack
Panding
@ D Software
roal
St Suppert
Actons enselectsd raws.

Search

= Emall

sussont@fastracksoftware.com

sumongstiracksoftwarc. com

Run a5

= Computer Name = Application

FTWINI0-8A1 BORG-
CENMARK

FTWIN10-AALBORG-

Microsoft sdge
CGFNMARK
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@ FasfTrack Software

3. Clickinto anitem in the list by selecting Pending Approval in the State column:

4,

(o] ? All»State = Pending Approval
o Q, = State A eUser = Email =Type = Computer Name = Application = Scan Result = Updated
FastTrack
Run As FTWINLC-AALBORG- 19-08-2021
Software suppart@fasttracksoftware.com . Windows Notepad  Clean
Admin DENMARK 13:54:23
Support
Pend FestTrack Run A FTWINLO-AALBORS 15082021
@ Software support@fasttracksoftware.com o> MicrosoftEdge  Clean
Approval Admin DENMARK 13:54:23
Support
Actions on selected rows. v 1 tozofz

Information about the Request is displayed. Click the Approve button to Approve

the Request:

{ == Request-FastTrack Software Support

User
Email

Phone
Application

Application

Reason

‘ Apprave I Deny

FastTrack Software Support

support@fasttracksoftware.com

333.333.3333

Windows Notepad

notepad test

N T- B

State Pending Approval

Type  RunAsAdmin

v
ScanResult  Clean
Virus Total ~ https://wwwwvirustotal.com/latest-
s5can/DEBSBO0GT E4AF84BBOTFASDE4631CEED
ATETFB3BETCDALLCO016992F54AB4DDA

Ef NOTE: The user who made the Request will receive an email from Admin
By Request that their Request has been Approved. When the Request is
complete, the details will be available in the Auditlog in ServiceNow.

5. To Deny a Request, click into the Request and select the Deny button:

FastTrack Software

{ == Request- FastTrack Software Support

User
Email

Phone
Application

Application

Reason

Approve

FastTrack Software Suppart

support@fasttracksoftware.com

333.333.3333

Windows Notepad

notepad test

~ EEEE v

State | Pending Appraval

Type | RunAsAdmin

ScanResult | Clean

Virus Total  https://www.irustotal.com/latest-
scan/DEBSBO0GTE4AFS4BB0TFADE4631CEES

4787FB3BETCDAI1C0016992F54AB4DDA
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@ FasfTrack Software

6. A confirmation window appears following this action. Click Yes to Deny the
Request, with the option of stating a reason for denial:

Deny Request

Are you sure you want to deny this request?

feptional, state reason for denial

E/ NOTE: The user who made the Request will receive an email that their
Request has been denied, with the reason included (if reason was given).
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