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Introduction

Admin By Request provides the ability to automatically synchronize data from your Identity Provider
(IDP) to your Admin By Request User Portal according to the System for Cross-Domain Identity
Management (SCIM) protocol, eliminating the need for manual entering and managing individual users
on the Admin By Request side. This process manual provides a step-by-step guide on how to enable and
configure the integration and provision users and groups in your User Portal with Okta.

This implementation is targeted towards Admin By Request Portal users (i.e., company
administrators who have access to the User Portal). It does not integrate with endpoint users.

The tasks described in this manual assume that the user has access to and is familiar with Okta,
the Admin By Request User Portal, and features of the software (e.g., Inventory, Requests, etc.).

Eight tasks are covered in this manual:

N

© No AW

Task A: Enable SCIM

Task B: Define Group-Based Roles ['Group-Based’ should have a hyphen in the user
portal @]

Task C: Create Okta Application

Task D: Set up Single Sign-On

Task E: Set up Provisioning

Task F: Assign Users and Groups

Task G: Start Provisioning

Task H: View Data in User Portal

Before you begin, we recommend you have a tab open in your Admin By Request
User Portal and a second tab open in your Okta portal, as the tasks listed above switch
back and forward frequently between the two.
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Integration Tasks

The first task of this process involves enabling the integration in the Admin By Request User

Task A: Enable SCIM

Portal.
In your Admin By Request User Portal, locate Logins in the top menu and navigate to

1.
SCIM > SCIM Provisioning Setup:

By Request
This page shows a summary of your subscription status. recent activity and the latest news

I you experience any problems or have quastions. please contact us using the

Tenant Admin By Request Demo Licenses. 49
29-03-2022 (182 days) Usage: z
blo

Expiry:

© tum auto-update on, please go here

irity Advisor can help you
ur tenant seeurity. Click

The Secu

il
here for details

2. Insection 1. Configuration, toggle SCIM enabled to ON:
@ Configuration
[ ow |

SCIM enabled

il

SCIM Provider

SCIM APl key
https:/#/scim.adminbyrequest.com

SCIM URL

E|7 NOTE: This action generates an API key (blurred out in this document), which
appears in the SCIM API key field. Using the API key is covered in Task D.

From the SCIM Provider drop-down menu, select Okta:

3.

Process
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@ FastTrack Software

@ Configuration
SCIM enabled [ on |

SCIM Provider ‘ v J

SCIM AP| key dguge Active Directory

SCIM URL

4. Click Save:

Ei/ NOTE: Whenever the Save button is selected in the Admin By Request User

Portal, a green icon appears next to the button when the action is successfully
completed.

Task B: Define Group-Based Roles

Admin By Request's SCIM implementation provides the ability to define rules about what

synchronized users have access to within the User Portal, based on their SCIM source group (i.e.,
their group in the IDP).

This means that if you don't want all imported users having access to everything within the User
Portal, you can create a Group-Based Role for each Okta group specifying exactly what the users
in that group do and do not have access to. As soon as users are synchronized to Admin By
Request, their designated permissions are applied.

If you do not create any Group-Based Roles, all synchronized users will have complete access to
the User Portal.

The filter options available for Group-Based Roles are as follows:
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@ Croup based roles

Group Edit Default Users Settings nventory Requests AuditLog Reports Scope

SCIM source group Default for users not member of any group:
Modify portal users Modify settings:

View inventory: Approve requests:

View auditlog View reports:

Allow mobile app: Mar ‘orkstations:

Manage Servers: Manage Apple Mac

End user must be in group Computer must be in group!

End user must be in OU Computer must be in OU:

e SCIM source group - This refers to the source group in the IDP (i.e., Okta). Whatever
group is typed here needs to match the name of a group in Okta.

e Default for users not member of any group - When checked, the permissions defined
for this Role become the ‘default’ permissions, applying to all users who aren't assigned
any of the other Group-Based Roles defined for other groups. This checkbox can only be
applied to one Group-Based Role.

The checkbox properties such as Modify Settings, View Auditlog, and Manage workstations
refer to the various features in Admin By Request. If checked, users assigned the Role have
access to the respective feature / can do the specified action.

The four textboxes (End user and Computer etc.) are used to filter out end point data. Here you
can specify IDP groups or OUs (Organizational Units) of end users and / or computers, so that
Admin By Request Portal users assigned this Group-Based Role only have access to end users
and / or computers that fall into those groups / OUs.

You can specify multiple groups or OUs in these textboxes, separated by commas.

Before creating Group-Based Roles for specific groups, we recommend that you create a Default
Role specifying permissions for the ‘general’ user; these are all synchronized users who are not
members of any of the other groups that you have defined Group-Based Roles for. When
synchronized, they get assigned the Default permissions in the User Portal (demonstrated in the
example below).

1. In the Admin By Request SCIM Provisioning Setup page, section 2. Group based
roles, select the New entry button:
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@ Group based roles

Group Edit Default Users Settings nventory Requests AuditLog Reports Scope

No data to display

2. In the SCIM source group textbox, type the desired name for this group - this
example uses Default.

SCIM source group: Default

3. Ensure the Default for users not member of any group checkbox is checked:

Default for users not member of any group

u IMPORTANT: Only one Group-Based Role can have this property
checked, i.e., there can only be one set of default permissions that users
without any other Group-Based Role are assigned.

4, Use the filters to define default permissions. In this example, permissions for
default users include viewing the Inventory, Auditlog, and Reports, and Approving

requests:
Group Fdit Default | Users Settings  Invenfory | Requests  Audilog — Reports  Scope
5CIM source group: Dafault Default for users not member of any group
Modify porlal users U Modiy sellings U
View inventory: Approve requests:
View auditlog
mobile app. [m]
] Manage App'e Mac ]

End us: t be in group Computer must be in group:

End user must be in OU Computer must be in OU:

5. Click the Update button to save the Role:

6. To Edit or Delete the rule, use the respective buttons to the left and right of the
eight filter columns:

Croup Edit Default Users Settings nventory Requests AuditLog Reports Scope

Default O O
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The first seven filter columns correspond to their matching
checkbox in the Edit window (i.e., Default to Reports), however, the
Scope checkbox corresponds to multiple properties: the Manage Apple
Mac checkbox and the End user and Computer textboxes at the bottom

of the window:

End user must be in group:

Frl USRFMUSE b in 0L

The process for assigning Roles with specific permissions to actual IDP groups follows a similar
set of steps to those described above. The section below uses a common example to illustrate

how Group-Based Roles could be applied.

You have a group in Okta called ‘WindowsAdministrators’ whose members only require
access to Windows-related data. You therefore want to prevent all users in this group
from accessing Mac data in the Admin By Request User Portal (e.g., Inventory, Requests
and Auditlogs from Mac devices / users, etc.). The solution is to create a Group-Based
Role which filters out Mac access for members of the WindowsAdministrators source

group.

1. After creating a New entry in the SCIM source group textbox, type the name of
the IDP source group you want to define specific permissions for - in this
example, WindowsAdministrators:

SCIM source group WindowsAdministrators

If you have created a Default group as described above, the

Default for users not member of any group checkbox will
automatically be unchecked when you come to create another Group-

Based Role, as this property can only be applied once.

2. Use the checkboxes to filter out the source group’s access to the appropriate
features. For this example, uncheck the Manage Apple Mac checkbox to remove
Mac access for the WindowsAdministrators source group:

Manage Apple Mac: ]
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You could also use any of the other Scope textboxes to ensure the
WindowsAdministrators group has the correct permissions. For example:

e Ifyou have a group in Okta for Windows end users called
WindowsUsers, you could type this group name into the End user
must be in group textbox, which would prevent the
WindowsAdministrators source group from seeing any data other
than that of end users in the WindowsUsers Okta group:

End user must be in group wsUsers

\1ndo
VIO

3. Click the Update button to save the Role. When users in the
WindowsAdministrators Okta group are synchronized, they will only have the
permissions defined in this Role within the Admin By Request User Portal.

The Group-Based Roles appear in the list according to the order they were created: the first
appearing at the top of the list, and the most recent getting added to the bottom. If a user
belongs to multiple groups - all of which have Group-Based Roles defined - the first Role in the
list will apply for that user.

Four Roles have been created in the example below with the following properties
checked:

o Default - Default, Inventory, Requests, Auditlog, Reports, Scope.

e ServerSupport - /nventory, Requests, Auditlog, Reports, Scope.

¢ WindowsAdministrators - Users, Settings, /Inventory, Requests, Auditlog,
Reports, Scope.

o Data - /nventory, Auditlog, Reports, Scope.

To change the order of Roles in the list, use the up and down arrows to the right of each
entry:

@ Group based roles

Group Edit Default Users Settings Inventory Reguests AuditLog Reperts Scope Up Down
Default [
Serversupport O O O

WindewsAdministrators Ll
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Task C: Create Okta Application

Task C in the integration process involves creating a custom Admin By Request application on
the IDP side (i.e., Okta).

1. Log in to your Okta portal, select the Applications drop-down from the left-hand menu
and click Applications:

okta

Dashboard ™
Dashboard
Tasks
Agents
Notifications
Getting Started
Directory v

Applications L

Self Service

2. Click the Create App Integration button:

22 Applications

‘ Create App Integration l Browse App Catalog I Assign Users to App ] I More ¥

Search

STATUS @ Okta Admin Console
ACTIVE 0
INACTIVE 0 @ Okta Browser Plugin

Okta Dashboard

3. Inthe Create App Integration window, select the SAML 2.0 radio button and click Next:
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Create a new app integration

Sign-in method OIDC - OpenlD Connect
P e Token-based OAuth 2.0 authentication for Single Sign-On ($SO) through AP
andpoints. Recommendad if you intend to build a custom app integration with

iiina Sign-In Widget.
II!H! =¥l open standard for SSO. Use if the Identity Provider for your

application only supports SAML.

SWA - Secure Web Authentication

Okta-specific SSO method. Use if your application doesn't support OIDC or
SAML.

AP Services

nteract with Okta APIs using the scoped OAuth 2.0 access tokens for

machine-to-machine authentication,

4. In the General Settings tab of the Create SAML Integration page, type Admin By
Request SC/Min the App Name textbox:

=i Create SAML Integration

o General Settings

1 General Settings

App name | [ Admin By Request SCIM J

App logo (optional) @ E]

App visibility Do not display application icon to users

Do not display application icon in the Okta Mabile app

Cancel Next

E/ NOTE: The two App Visibility checkboxes are optional, as is adding an App logo.
However, we recommend using the Admin By Request logo image below to
ensure the app is easily identifiable:
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1 General Settings

Appname Admin By Reguest SCIM

App logo (optional) @ 6’ i

App visibility Do not display applicatian icon to users

Do not display application icon in the Okta Mabile app

Gancel m

5. Click Next to proceed to SAML configuration, covered in the next task (i.e., Task D):

Task D: Set up Single Sign-On

1. In the Admin By Request User Portal, navigate to Logins > Single Sign-On Setup:

. +1262-290-4800 ¢ E

ByRequest  summany

This page shows a summary of your subscription status. recent activity and the latest news.

If you experiance any problems or have guestions,

Status
Tenant  Admin By Request Demo Licenses: 49
Expiry:  2g-03-2022 (181 days) Usage: 2 N =
Score know?
@%\\Wn’kg} The Sceurity Advisor can he Aulo-updale is nol enabled, which meens we do gl Features
o improve your tenant sec

ware automatically W

27
Z To tur auto-update on, please go here

here for details 06-00-2021 Version 7.2 for Windows available

Version 72 for Windows is now available for download

2. Insection 1. Create SAML Single sign-on section, select the New entry button:

Name Provider Status

No data to display

-
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Ef NOTE: If this is your first SAML Single sign-on entry, there will be no sections on
the page other than 1. Create SAML Single Sign-on. Further sections appear
after you create at least one entry here.

3. Type your desired name in the Name (e.g., domain) textbox - this example uses
hotsmudge.con.

Name (e.g. domain): I hotsmudge.com|

4. From the Provider drop-down menu, select Okta:

Provider. ‘ Okta -
ADFS

Generic Saml

5. Click Update:

6. Insection 2. Add Identity Provider (IDP) Metadata, select the SAML Single sign-on

entry you have just created from the Name drop-down menu - in this example,
hotsmudge.com:

@ Add Identity Provider (IDP) Metadata

Name ‘ heism

Single sign-on URL ‘ hotsmudge.com
Meta o =
Metadata URL hits & yrequest.com/samlmeta

DP metadata

7. Use the Copy URL button to copy the Single sign-on URL: [Copy buttons aren’t working]
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Name hotsmudge.com v

Single sign-on URL  hitps.//www.adminbyrequest.com/saml

aURL https.// .adminbyrequ

IDP metadata

om/samlmeta Copy URL

E|7 NOTE: Click OK to dismiss the confirmation pop-up that appears.

8. Inthe SAML Settings page in Okta, paste the URL in the first textbox: Single sign-on
URL, and ensure the Use this for Recipient URL and Destination URL checkbox is
checked:

A SAML Settings

General

Single sign on URL @ https://www.adminbyrequest.com/saml

Usg this for Recipient URL and Destination URL

Allow this app to request other SSO URLs

9. Go back to your Admin By Request User Portal, copy the Metadata URL:

hotsmudge.com v

https:#/www.adminbyrequest.com./saml Copy URL

https: 4~

adminbyreq om/samlmeta

|IDP metadata

10. In Okta, paste the URL in the Audience URI (SP Entity ID) textbox:

A SAML Settings
General

Single sign on URL @ https:fwww.adminbyrequest.com/saml

Use this for Recipient URL and Destination URL

Allow this app to request other SSO URLs

Audience URI (SP Entity ID) @ https:/fwww.adminbyrequest.com/samimeta

Default RelayState @

If no value is set, a blank RelayState is sent

E,7 NOTE: Leave the Default Relay State field blank.
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11. Use the drop-down menus to select the following for each field:
¢ Name ID format = £majlAddress

e Application username = £Fmail
e Update application username on = Create and update

Name ID format @

EmailAddress N
Application username @ Email v
Update application username on Create and update v

12. Scroll to the bottom of the page and click Next:

13. Next to Are you a customer or partner select I'm an Okta customer adding an
internal app:

3 Help Okta Support understand how you configured this application

Are you a customer or partner? o I'mp an Okta customer adding an internal app
I'm a saftware vendor. I'd like to integrate my app with
Okta

E,7 NOTE: This action displays a new section of questions. These are optional, and
not required for the Admin By Request integration.

14. Scroll to the bottom of the page and click Finish. This action opens the application page
in the next step:

15. In the application page, ensure you are in the Sign On tab in the top menu. Scroll down
and select the Identity Provider metadata button:
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General Sign On eﬂ‘lporl Assignments

Settings Edit

Sign on methods

The sign-on method determines how a user signs into and manages their credentials for an
application. Some sign-on methods require additional configuration in the 3 party application.

Application username is determined by the user profile mapping. Configure profile mapping

SAML 2.0

Default Relay State

SAML 2.0 is not configured until you complete the setup instructions.

View Setup Instructions

Identity Provider metadata i3available if this application supports dynamic configuration.

16. The metadata opens in a new window. Highlight and copy it:

This XML file does not appear to have any style information associated wath 1t. The document tree 1s shown below.

M<nd:EntityDescriptor xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata™ entityID="http://www.okta.com/exk3e09avc21cHWuf696™>

igned="false” protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.9:protocol™>

g/2000/09/xmldsigh">

Bd<ds: X509Data>
j<ds : X5@9Certificate>mMI ‘”)nj((Az‘,qgl«u] Mg](xAXw] Eﬁwrf‘\A%(SqGﬁIh 30QEBCWUAMIGRMQ swCQYDVQQGEWIVUZETMBEG
ALUECAWKQ2F SaWZvemSpYT EWMBQGATUEBWNU2FUTEZy YWS jaXNbzENMASGATUECGWET 28YTEU MBIGA1UECwWLUINPUHIvAmIkZXIXE jAQBENVBAMMCUhvdHNT dWRNZ TECMBOGCSQGSIb3DQEJARYN
[aWSmbOBva3RhLmNvb T AcFwlyMT ASMj(wﬂjt 3MzIaFwlOzMT ASHijNj EAMZzJaMIGRMOSWCQYDVOQG EwIVUZETMBEGAIUECAWKQ2F salZvemSpY TEWMEQGATUEBwwNU2Ful E[yYN&jaXij ZENMASGALUE
ICgWE T2t8YTEUMBIGA1UE CwwLUINPUHIvdm1 kZXIXE JAQBENVBAMMCWhVAHNEdWRNZT ECMBOGCSQG S1b3DQEJARYNaWSmbOBva3RhLmNvb TCCASIWDQYIKOZIhvCNAQEBBQADEEEPADCCAQOCEEEBAMUQ
7Kvixf51Cq3bjdQrY3+mzBWYXTtd1r+kBtA/NTDRhs3vS+b4EIGRWIFOUINA2IvwXGMDApiRbIaqw ewcfRESZPTMGLYV/M10xaC7K/1898YtHOCIKHSWlpmb2 fiiOqGLY53dSTeat cZkokxyWahN3/O
EugSSYn/ rShQhoAMAKmE gz Cwi YMsB7N1 JOWHGVEM75Wf tbmtDXCYgz/fG30bpEiUMXABECINIRS1 hw/IEATA7@01y/3pAnVyTmEHOxXhSQgT2ahq8SGxi SHUXUNI y+91+ShZY00 SGDiBWNIBuqByul6
|d2REqmNK 349Q1 nwLXnUbdQLEDHUES5X JHFOMCAWEAATANBgkghkiGIwOBAQS FAAOCAQEAL SWnBmVp 1FgKilr+5862L cbOwGosOvAWAKqECS+69d06Hp/eGhk2HOSAOGNUGTnYWgzGthzS2rzokH2eFzih
(wmxT JW2m19TCgkQNOAGNNABCSC nbaHSTSx+1raDsbSHVNIHFLYVhT7tACsYfyTdzSqIL6Cr3qg RPuyuSy1Z14C/T4TZ/JZOMVI1I3dAWYHS7nE 2c JkPI1n4AXKulWpT Ixkiig
01vXVQPN7ZYYpVPThBMIBNUTyNoLUSiYoR6FxLgeR ] ZqlyArqYY4akx1R+rispmIhPplin
< /ds:X509Data>

</md: KeyDescriptor>
l<md : Name IDFormat >urn:oasis:names
<md:SingleSignonservice Binding=
Locat ion="https://hotsmudge .okta.
<md:SingleSignOnService Binding="
. com/app/hotsmudge adminbyreguestscim 1/exk3e@9avc21cHWuf696/sso/saml”/>

SAML:2.0:
adminbyrequ

17. In your Admin By Request User Portal, paste the metadata in the IDP metadata textbox:

IDP metadata </mdKeyDescriptor> o
<md:Name|DFormat>urn:oasisnames:tc:SAML:11nameid-formatiemailAddress</md:NamelDFormat>
<md:SingleSignOnService Binding-"urn:oasisnamestc:SAML:2 obindingsHTTP-POST

Location="https./hotsmudge ckta com/app/hotsmudge_adminbyrequestscim_1/exkieogavezicHWuUfB96 /ss0/saml’/ >
<md:SingleSignOnService Binding="urn:oasisnames:tc:SAML:z obindings:HTTP-Redirect’

Location="https.//hotsmudge ckta com/app/hotsmudge_adminbyrequestscim_1/exkzeogavc2icHWufeg6 /sso/saml’/ >
</mdIDPSSODescriptors

</md:EntityDescriptor> -

18. Click Save:

Save V]
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Task E: Set up Provisioning
1. Inyour Okta portal, click into the General tab in the top menu of the Admin By Request
SCIM application page:

<« Back to Applications
Admin By Request SCIM

: ‘ Active ¥
Sign On Import Assignments

2. Inthe App Settings screen, click the Edit button in the top right-hand corner:

App Settings

Application label Admin By Request SCIM

I L 4 ‘ View Logs Monitor Imports

Application visibility Do not display application icon to users

Do not display application icon in the Okta Mobile app

Provisioning None
On-Premises Provisioning

SCIM

Auto-launch Auto-launch the app when user signs into Okta.
Application notes for end users

Application notes for admins

3. Next to Provisioning, select the SCIM radio button:

Provisioning Mone

On-Premises Provisioning

Ef NOTE: The other fields in this section can be left blank.

4. Click Save:
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Ef NOTE: This action creates a new Provisioning tab in the top menu.

5. Click into the Provisioning tab:

<« Back to Applications

©

Admin By Request SCIM

‘ Active ¥

‘ L 4 ‘ View Logs Monitor Imports

General Sign On Import Assignments

E|7 NOTE: A Testing Connector Configuration window appears. This window could
remain for up to 30 seconds.

6. Inthe SCIM Connection screen, select the Edit button from the top right-hand corner:

General Sign On Provisioning Import Assignments

Settings

Integration
SCIM Connection °
SCIM version 20

SCIM connector base URL

Unique identifier field for users

Supported provisioning actions Import New Users and Profile Updates
Push New Users
Push Profile Updates

Push Groups

Import Groups

7. Inyour Admin By Request User Portal, navigate to the SCIM Provisioning Setup page

and select the Regenerate button in section 1. Configuration, to generate a new API
key:

@ Configuration
sciMenabled [N ®

SCIM Provider Okta v

SCIM APl key \ ‘e |

Press SAVE to replace your existing key with this key.

SCIM URL ‘h:tps:f:’scwm adminbyrequestcom |
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8. Click the clipboard icon to the right of the SCIM API key to copy the key:

@ Configuration

SCIM enabled ﬂ

SCIM Provider Okta ~

SCIM APl key \ (] )

Press SAVE to replace your existing key with this key.

SCIM URL ‘https://scm,admlr‘b\,-'req uest.com |

Ei/ NOTE: Click OK to dismiss the confirmation pop-up.

9. Click Save to ensure the new APl key is used:

u IMPORTANT: Do not click the Save button until you have copied the API key.
Doing so will hide the key and it will then need to be regenerated before it can be
copied. However, it is imperative that you save after copying the API key, to
ensure this key is used in the SCIM integration:

10. In Okta, from the Authentication Mode drop-down menu, select HTTP Header

SCIM Connection Cancel

SCIM version 2.0

SCIM connector base URL
Unique identifier field for users

Supported provisioning actions Import New Users and Profile Updates
Push New Users
Push Profile Updates
Push Groups
Import Groups

Authentication Mode | HTTP Header -

Basic Auth

HTTP Header

OAuth 2

HTTP Header

Authorization

v Test Connector Configuration
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11. Paste the API key copied from your Admin By Request User Portal into the Token
textbox next to Authorization | Bearer:

HTTP Header

Authorization

Bearer ‘ sssse sssssssssnss l

v Test Connector Configuration

12. In your Admin By Request User Portal, copy the SCIM URL:

@ Configuration

SCIM enabled [ on |
SCIM Provider Okta v
SCIMAPIkey [

SCM URL hittps.//scim.adminbyrequest.com

13. In Okta, paste the URL into the SCIM connector base URL textbox:

SCIM version 2.0

SCIM connector base URL https://scim.adminbyrequest.com

Unique identifier field for users

14. In the Unique identifier field for users textbox, type emait

SCIM version 20

SCIM connector base URL https://scim.adminbyrequest.com

Unique identifier field for users ema\\‘

15. Under Supported provisioning actions, enable all of the Push actions by checking the
following three checkboxes:

e Push New Users

e Push Profile Updates
e Push Groups
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Supported provisioning actions moort N

w Users and Profile Updates
Push New Users

Push Profile Updates

Push Groups
Import Groups

16. Click the Test Connector Configuration button:

» Test Connector Configuration

17. Close the Test Connector Configuration window:

Test Connector Configuration

u Connector configured successfully

These provisioning features were detected in your

connector:

User Import

Import Profile Updates
Create Users

Update User Attributes
Push Groups

Import Groups

18. Click Save:

E|} NOTE: Clicking the Save button opens a new menu item, To App in the left-hand
menu of the Provisioning tab. It also creates a new tab in the top menu: Push
Groups. This tab is used in Task G: Start Provisioning:

FastTrack Software 21 | SCIM Integration (Okta) | Process Manual



@ FasfTrack Software

Admin By Request SCIM

: L View Logs Monitor Imports

General Sign On Provisioning Import Assignments

Settings

e & okta = @

To Okta

Integration L.
Provisioning to App Edit

Create Users Enable

Creates or links a user in Admin By Request SCIM when assigning the app to a user in Okta.

The default username used to create accounts is set to Email.

Task F: Assign Users and Groups

1. From In your Okta portal, click into the Assignments tab in the top menu of the
application page:

« Back to Applications

Admin By Request SCIM

: ‘ L ‘ View Logs Monitor Imports
General Sign On Provisioning Import Push Groups

S ——

2. Click Assign and select one of the two options from the drop-down menu - this example
demonstrates both, beginning with Assign to People:

‘ Convert assignments ¥

Assign to People

pe Assignto Groups

Groups

3. Locate the desired user and click the Assign button to the right of their name. This
example assigns Otto Redding:
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Assign Admin By Request SCIM to People

Search...
Sophie Dodson
info@hotsmudge.com

Otto Redding

otto@hotsmudge.com

Olivia Lim

olivia@hotsmudge.com

Qwen Clive

owen@hotsmudgs.com

Assign

Assign

Assign

@ FasfTrack Software

4. This action opens an Assign Admin By Request SCIM to People window displaying the
properties for that user. Scroll to the bottom of the window and select Save and Go
Back:

Save and Go Back Cancel

E/ NOTE: You are able to edit the User Name property, but the other values are

read-only.

“ IMPORTANT: All assigned users must have an email address listed or

provisioning will fail.

5. When the desired users are assigned, click Done:

Done

6. The assigned user now appears in the People tab (left-hand menu) of the Assignments
screen:
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General Sign On Provisioning Import Assignments Push Groups
i Convert assignments ¥ Search...
Filters Person Type
People
© Otto Redding , %
Individual ’
Groups otto@hotsmudge.com

7. To assign a group of users, repeat step 2, but Assign to Groups from the Assign drop-
down menu:

‘ Convert assignments ¥

Fi Assign to People

i Assign to Groups )
tto Redding

 §

Groups otto@hotsmudge.com

P

8. Click the Assign button to the right of a group to assign to that group - this example
assigns the Data group:

Assign Admin By Request SCIM to Groups

Bearch...

Data
Gathering and analysing data.

Everyone .
Assign
All users in your organization

ServerSupport .
. Assign
Server admins and support.

WindowsAdministrators
. . . Assign
Managing Windows users and devices.

9. As with Assign to People, this action opens a properties window (Assign Admin By
Request SCIM to Groups). If no other information is required (i.e., you already have the
property fields adequately filled), click Save and Go Back:
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Save and Go Back Cancel and Go Back

“ IMPORTANT: You may have to enter the Preferred Language and Locale before
the window will allow you to Save and Go Back. This example uses £nglish and
en_Us, respectively:

Assign Admin By Request SCIM to Groups

Extra info is needed to assign this app to a group.
The attributes below will apply to all people assigned to this group.

Preferred language | English

en7UQ

Locale |
Time zone

User type

Cost center

Organization

Division

Department

Save and Go Back Cancel and Go Back

10. When the desired groups have been assigned, click Done:

Done

E/ NOTE: Multiple groups can be assigned at a time (i.e., in the Assign Admin By
Request SCIM to Groups window, before clicking Done).

u IMPORTANT: Assigning Groups will assign all of the users in that group to the

application, and those users will be synchronized to Admin By Request when
provisioning occurs. However, the group data for the assigned group will not be
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pushed during provisioning. Pushing group data is a manual process that is
covered in the following task (i.e., Task G).

11. The assigned group now appears in the Groups tab (left-hand menu) of the
Assignments screen:

General Sign On Provisioning Import Assignments Push Groups
‘ Convert assignments ¥ ‘ Search... Groups ¥
Filters Priority  Assignment
People +
l 1 o Data s x
Groups Gathering and analysing data.

12. Click into the People tab in the left-hand menu, which displays all of the users that have
been assigned either individually (Otto Redding - Assign to People) or as part of a group
(Olivia Lim and Owen Clive, from the Data group - Assign to Group). These are the users
that will be synchronized during Task G:

Convert assignments ¥ Search...

Filters Person Type
People © Otto Redd
o Redding o P w
Individual
Groups otto@hotsmudge.com
@ Olivia Lim . ’
Group

olivia@hotsmudge.com

@ Owen Clive ”
Group ’
owen@hotsmudge.com

Task G: Start Provisioning
1. In your Okta portal, click into the Provisioning tab in the top menu:

<« Back to Applications
Admin By Request SCIM

: = ‘ View Logs Moanitor Imports

General Sign On Provisioning Import Assignments Push Groups

2. Ensureyou are in the To App tab (left-hand menu) and click the Edit button in the
Provisioning to App section:
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To App

okta = @

To Okta

@ FasfTrack Software

Integration
Provisioning to App e

Create Users Enable

Creates or links a user in Admin By Request SCIM when assigning the app to a user in Okta

The default username used to create accounts is set to Email.

Update User Attributes Enable

Okta updates 2 user's attributes in Admin By Request SCIM when the app is assigned. Future attribute changes

made to the Okta user profile will automatically overwrite the corresponding attribute value in Admin By Request

SCIM.

3. Check Enable for the following three properties:

e Create Users
e Update User Attributes
e Deactivate Users

Create Users Enakble

Creates orlinks a userin Admin By Request SCIM when assigning the app to a user in Okta.

The default username used to create accounts is set to Email.

Update User Attributes Enable

Okta updates a user's attributes in Admin By Request SCIM when the app is assigned. Future attribute changes
made to the Okta user profile will automatically overwrite the corresponding attribute value in Admin By Request
SCIM.

Deactivate Users Enable

Deactivates a user's Admin By Request SCIM account when it is unassigned in Okta or their Okta account is

deactivated. Accounts can be reactivated if the app is reassigned to a user in Okta.

Sync Password Enable

Creates a Admin By Request SCIM password for each assigned user and pushes it to Admin By Request SCIM.

Click Save:

Scroll down to the Admin By Request SCIM Attribute Mappings section and select the

Force Sync button, which will synchronize data to Admin By Request (i.e., push all users

assigned in Task F to the User Portal):
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Admin By Request SCIM Attribute Mappings

Select a(n) Admin By Request SCIM attribute to set its value based on values stored in Okta.

‘ # Go to Profile Editor

D
\ v

E|7 NOTE: A success message appears at the top of the screen on completion (this is

the location of all similar success messages in the Okta portal):

n Job created to update values in app to match Okta

[The following section is a resolution to an issue | kept having. If you know the ‘official’ fix,

we can put that here. Otherwise, this is the work-around that solved the issue for me]

Synchronization Errors

Force Sync should immediately push assigned individual users and users assigned from

groups to the Admin By Request User Portal. However, synchronization is not always

immediately successful (even if the success message above was displayed).

Failed synchronization is indicated by a red exclamation mark to the left of the user
name and can be accompanied by the error: Matching user not found. The following
subset of steps resolve this issue.

FastTrack Software

i. Click into the Assignments tab. The red exclamation mark indicates an
error with synchronization:

General Sign On Provisioning Import Assignments Push Groups

Assign ¥ [ Convert assignments ¥ Sear People ~
Filters Person Type
People o 4{, Ry
QeoRetding
1 q,;% Individual i o
Groups otto.r@hotmusdge.com
L Group 4
oliv m
L Group 4

ii. Click one of the users that have a red exclamation mark next to their
name (in this example, Otto Redding) and view the error message that
appears in the new page:

28 | SCIM Integration (Okta) | Process Manual



FastTrack Software

Vi,

Vii.

@ FasfTrack Software

Applications Groups Profile

Assigned Applications

I An error occurred while provisioning Admin By Request SCIM e’

P\utomatic provisioning of user Otto Redding to app Admin By Request SCIM failed: Matching user not found Please fix this on the Tasks Page

Assign Applications Search...

Application Assignment & App Username

L Individual
@ Admin By Request SCIM £ x
otta.r@hotmusdge.com

If the error reads Matching user not found, select the Tasks Page
button:

fix this on th& Tasks Page

Click into the task header, Application assignments encountered
errors:

3 Tasks

n @ (Application assignments encountered error

Review and ¢ complete these app assignments.

Select the Admin By Request SCIM task:

3 app assignments have errors

Admin By Request SCIM  (;
Admin By Request SCIM

Click the Edit Assignment button for the first user:

0 o Admin By Request SCIM  (3) °
Admin By Request SCIM

=] y  OliviaLim . . .
An error occurred while assigning this app.
olivia.l@hotsmudge.com

Automatic provisioning of user Olivia Lim to app Admin By Request SCIM failed: Matching

user not found

15 minutes ago

‘ Edit Assignment

Scroll to the bottom of the window and click Save Assignment and
Retry:
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Save Assignment and Retry Cancel

viii. Repeat steps v to vii for the other users in the list, then navigate back to
the application Assignments tab (from the left-hand menu: Applications
> Applications > Admin By Request SCIM > Assignments) and in the
People tab, confirm that the red exclamation mark is gone for all users:

General Sign On Provisioning Import Assignments Push Groups
[ Convert assignments ¥ Search...
Filters Person Type
HERIT Otto Redding P «
Individual ’
Groups otto.r@hotmusdge.com
Olivia Lim
Group s
olivia.l@hotsmudge.com
Owen Clive
Group s

owen.c@hotsmudge.com

“ IMPORTANT: As mentioned, this is confirmation of
synchronization within Okta; not with the Admin By Request User
Portal. Viewing that the data has been pushed through as
expected to your User Portal is covered in detail in Task H.

iX. Navigate to the Provisioning tab, scroll down to the Admin By Request
SCIM Attribute Mappings section, and select Force Sync:

Admin By Request SCIM Attribute Mappings

Select a(n) Admin By Request SCIM attribute to set its value based on values stored in Okta.

\, _

# Go to Profile Editor

Pushing Groups

If synchronization is successful (Force Sync), the assigned users are pushed to your
Admin By Request User Portal. However, as mentioned, assigning and synching groups of
users does not push their group data to Admin By Request.

This means that the group of users will be in the User Portal, but they will all be assigned

the Default Group-Based Role (and thus, have default permissions) until their group data
is manually pushed from Okta
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See the images below of the Admin By Request User Portal demonstrating this for the
three users pushed earlier on in this task: Otto Redding, Owen Clive, and Olivia Lim have

all been assigned Default permissions:

System for Cross-domain Identity Management (SCIM) Activity

Time Y User T  Description Y ToY FomY Type Y Iniiater Y

macs” property switched due to membership chanolin “Defaul nfo Okt

o Okta

nfo Okta

OFF fo Okla

Okta

OFF nfo Okta

nfo Okta

o m ship change in “Default nfo Okta

ue to membership change in *Default FF f Okta

i cue to membership change in ‘Default’ OFF fo Okla

o. & Lo membership change in "Defaull’ OFF fo Qkla
G041 witched due to membership change ir F o Ol
04-1 ult Ok

04-1 (2] Okta

04-10-2021 114231 livia Lim *Manage macs” prop o due to membership change in “Defaul fo Okta
04-10-2021 1142:31 Olivia Lim Manage servers’ p ue to membership change in “Default F Okt

Name T Logon Type Active SCIM Uszers Settings nventory Approve Auditlog Reports Scope Last use
Edit  Olivia Lim Okta ] O a = [m} /]

Otto Recding Okt /] O a ] ] (m]

Crwen Clive Okta [m} ] = [m|

E/ NOTE: Viewing the above data in the Admin By Request User Portal is covered in
detail in Task H.

1. To manually push assigned groups to the User Portal, select the Push Groups tab
from the top menu:

< Back to Applications
Admin By Request SCIM

@ - View Logs Monitor Imports

General Sign On Provisioning Import Assighments Push Groups

2. Click Push Groups and select one of the two options from the drop-down menu
- this example uses Find groups by name:
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FastTrack Software
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© Push Groups ~ ‘ ZL Refresh App Groups

© Find groups by name

Search for specific groups to push.

f © Find groups by rule

E Create a search rule that pushes any

groups that match the rule.

Type the group you want to push into the search bar - this example pushes the
Data group (the only group assigned to the application in Task F):

Close

Pushed Groups Push groups by name
Al
To sync group memberships from Okta to Admin By Request SCIM, choose a group in Okta and a group in the app.
Errors
By name I Data
By rule Data

Gathering and analysing data.

Select the appropriate group name and click Save (you also have the option of
clicking Save & Add Another to push multiple groups at a time):

Push groups by name

To sync group memberships from Okta to Admin By Request SCIM, choose a group in Okta and a group in the app.

Datal

Push group memberships immediately

Group Match result & push action

No Match found

o Data é’
© Create Group ~

‘ Save ' Save & Add Another
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F-__»‘,} NOTE: The Push Status initially displays Pushing, and changes to Active
when pushing is complete (i.e., the group data is successfully sent to Admin

By Request):

© Push Groups ¥

2 Refresh App Groups

1
| / Bulk Edit \ ‘ o

Pushed Groups Group in Okta

SCIM
All
Data

Errors
By name

By rule

Group in Admin By Request

ing and analysin... Gathering and analysin..

Last Push Push Status

Oct 3, 2021 7 .
Pushing @@=

4:16:20 PM Y

5. Click the Active drop-down menu for more options for groups:

e Deactivate group push - Stop pushing group memberships. Existing

memberships are unaffected.

¢ Unlink pushed group - Stop pushing group memberships and optionally

delete the pushed group.

e Push now - Push this group’s membership to Admin BY Request SCIM.

Group in Okta

Group in Admin By Request Last Push Push Status
SCIM
Data Data Oct 3, 2021 :
o ) Active ¥ 0
Gathe nd a Gathering and analysin... 4:16:23 PM , s

Deactivate group push

w

(®)

Push now

Unlink pushed group

sroup memberships and

Now that group data has been manually pushed to the Admin By Request User Portal,
the provisioned users are assigned their correct Group-Based Role and corresponding
permissions (i.e., Olivia Lim and Owen Clive are assigned the Data Group-Based Role):

Time:

FastTrack Software

System for Cross-domain Identity Management (SCIM) Activity

mbership chan§e in ‘Data’
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Portal User Logins

Name T LogenType Active | SCIM | Users Seflings  Inventory  Approve | Auditog  Reports  Seope  Lastuse

t  Olivia Lim Okla O i ) [m]
Edt  Otto Redding Okta m] O m]
t  OwenClive Okta 0 = ] B

Deprovisioning
Deprovisioning users and groups in Okta occurs as soon as you unassign a user / group

from the app.

1. Inthe Assignments tab, select either People or Groups from the left-hand
menu, and click the x icon to the right of the user or group name. This example

unassigns the Data group:

General Sign On Provisioning Import Assignments Push Groups
I Convert assignments ¥ Search...
Filters Priority  Assignment
People
; o Data ’
Groups Gathering and analysing data.

2. Inthe confirmation pop-up, click OK:

Unassignh Group

Are you sure you want to unassign Admin By Request SCIM from

Data?
@ Cancel

“ IMPORTANT: [Note about removing users from a group]

[My notes: lots of issues when unassigning groups or removing users
from groups. It seems once a group is unassigned, users from that group
can't be reassigned. Not sure how to word the note about the fact that
this can’t be done... surely there's a way!].

Task H: View Data in User Portal
1. In the Admin By Request User Portal, navigate to Logins > SCIM > SCIM Activity:
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Tenznt Admin By Request Demo

Expiry.  29-03-2022 (180 days)
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2. The table displays all synchronized user and group data, including the Time

@ FastTrack Software

synchronization occurred, the name of the User, a Description of the activity, To and
From columns (which only display content if a permission has changed - i.e., a property
has ‘switched’ from checked to unchecked, such as when a user has been added to a
group or their Group-Based Role has been edited, etc.), and the Initiator (the IDP - i.e.,

Okta):

System for Cross-domain Identity Management (SCIM) Activity

Time T User T T ToY

Owen Clive switched due to membership change in “Data”

Olivia Lim y switched due to membership change in ‘Data®

Owen Clive

Qlivia Lim

Owen Clive erty switched due to membership change in Default

Onwen Clive "Manage servers’ property switehed due tn membership change in“Default*

Owen Clive Man ae to membsership change in *Default’ OFF

Owen Clive embership change in "Defaull” OFF

wen Clive

ysen Clive it

Owen Clive

Otto Redding OFF

ult o

hange in Default” OFF
ship change in "Default’ OFF

From

T

v

Initiator T

Okta

3. All provisioned users should have the appropriate permissions as defined in Group-

Based Roles (Task B). To view this, navigate to Logins > User Logins:

& +1262-299-4500 + &

FastTrack Software
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4. As mentioned in Task G, the correct checkboxes should be ticked next to each user
depending on their group and the Group-Based Role defined for that group:

e Otto Redding has the Default permissions assigned as he is not a member of any
group.

e Olivia Limand Owen Clive have the permissions defined for the Data Group-
Based Role.

Portal User Logins

Name T LogonType Aclive | SCIM  Users Sefings | Invenlory  Approve | Auditog  Repors | Scope  Lasluse

k o C | [m]
ok m] O [m]
Dk [m] [ ] m]

“ IMPORTANT: As soon as a user is synchronized, they get the permission defined
for their group in Group-Based Roles (either Default or specific IDP group). If
Group-Based Roles are edited, the users assigned that Role get the updated
permissions as soon as the provisioning cycle runs again.

5. Click the Edit button next to a user in Portal User Logins to view more information on
their permissions in the User Portal. This example uses O/ivia Lin.

Name T

Otto Redding

Owen Clive

“ IMPORTANT: Users that have been synchronized with SCIM cannot be edited
within the Admin By Request User Portal. You can view their data in the Portal
Account section, but are not able to make changes because the data is controlled
by the IDP (i.e., Okta):

Sign-on method Computer must be in OU
Full name Computer must be in group
Ermail address End user must ba in OU
Pnone No =nd user must bz in group
Multiple grou mu ither
SCIM usel + The botiomn

SCIM source group

Add image
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User Login

Now that users are provisioned, they can sign into the Admin By Request User Portal
through Okta.

1. Go to the Admin By Request Sign in page and select Okta from the Corporate

Sign-in section:

Corporate signin

If your company has set up single sign-on, click itton below.

] Office 365 BB ADFS

@ SsAML

2. Provisioned users can use their Okta user name to sign in. This example uses
Olivia Lirm.

Email address

olvial@hotsmudge.com

3. Once signed in, the user only has access to User Portal features according to the
permissions defined in their Group-Based Role. Olivia Limis in the Data group, so
only has access to the Auditlog, Inventory, and Reports data:

L 1 2062-293-4600 - B E

This page shows a summary of your subscription status, recent activity and the Latest news.

IF you experience any problems or have questions, please contact us using the “Contact® top menu

Status What's in the Bex?

Unoack Admin By Requests.

Terant  Admin By Request Demo Frivileged Accs it

Expiry.  29-03-2022 (176 days) . free plan and what
hands or - no strings attac

Score know?

§\\\IW(/¢ The Security Advisor can helo you You are ot using the mobile app. The mebils Features

e improve your tenant security Click app gives you your Audillng. Requests and

2 here for details Inventor

<t It also allows you

1o approve reguests in real-time. Bead more.
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As mentioned, making changes to the Data Group-Based Role will
affect what Of/jvia Lim can access in her User Portal.
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